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Who we are

GovsStack is a multistakeholder initiative, focused on accelerating e-government transformation
worldwide, and drawing on expertise from contributors across private sector,
civil society, and governments.

The initiative was founded by the International Telecommunication Union (ITU),
Estonia, Germany, and the Digital Impact Alliance at the United Nations Foundation in 2020.
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GovStack
Building Blocks
Approach




Together, Digital Public Goods and Building

Blocks enable Digital Public Infrastructure (DPI)

Digital Public Infrastructure

Solutions and systems that enable essential, society-wide functions and services
/
/

DPGS AND BUILDING BLOCKS CAN BE .
IMPLEMENTED AS PART OF A COUNTRY'S DPI Specifications

/
/
/
/
/
O —

Digital Public .. Building
Goods .’ﬂ Blocks

Open license, SDG relevant " Interoperable, generic component

s

> Digital Public Goods

Ny

: S - Digital Public
- | Intrastructure

Intferoperable open source solutions that are relevant to
the SDGs and have generic components may be both
Building Blocks and Digital Public Goods

Source: https://digitalpublicgoods.net/blog/unpacking-concepts-definitions-digital-public-infrastructure-building-blocks-and-their-relation-to-digital-public-goods/



The building block approach can be applied

across many sectors to support high-impact use

BN i - [::’1 0 : Finance, Humanitarian
SECTORS % AgI’IClJltUI’e {?é Health < Education ’Aid
| : ! Remote ;
HIGH-IMPACT : i : 1 :
USE CASES Market Linkage Rurasle,brﬁ;/:ory Prenatal Care : Postnatal Care Teacher Pathway Ed—;?:i-ﬁ; &
: : : ini

o e e o Additional use cases will result in new
WORKFLOWS 9 o e workflows, some of which are generic.

e 5 f : o : : o : Generic workflows result in new ICT
: : : : components, some of which are generic

; : : : ICT building blocks.
IcT : @ : @ 5 @ : :

BUILDING : : : : :

BLOCKS @ : ; ; 5 @ ; @

Authentication
& ID Service

Source: SDG Digital Investment FW, 2019 7



Available GovStack Building Blocks Specifications

USERS FLOWS DATA DATA
CAPABILITIES ORCHESTRATION INTEROPERABILITY STORAGE

lEI Identity

D Registration =% Workflow s Irlzlilrce);lrir:itci)%n a Digital Registries

D\} Messaging ﬁ Scheduling @ GIS

S Payment =, @

g e-Signature

=  Consent

[refer to: Building Blocks section of Govstack.global] 8



https://www.govstack.global/building-blocks/

From silo ICT investments to reusable software

GovStack

components to digitize governments services at scale

Sectors

Applications

Databases

Source: David Eves, UCL 2023

Siloed investments,

Education

Sing On

Payments

Payments

Duplication
of features



From silo ICT investments to reusable software
components to digitize governments services at scale

Buy property

__Authentication -

Exchange / IM

Build
Infrastructures

—Payments

Other shared

services

Data registritries
Unique id

.

Vehicle registry
GIS data
Health record

Source: David Eves, UCL 2023

Digital gov
services

Reusable
components/
Building
blocks
(GovStack)

Data
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Use or not whatever block

Leverage country assets, adapt to context and objectives

GovStack on Existing Private sector
the shelves UC siloed system DPG/DPI system NGOs Start-up

Pay
Pay WF

OpenG2P

Portal

OpenCRVS
OpenSPP

Portal

OpenEDU
OpenAGRI

mGov

WF
WF

G2PConnect

MSG
Portal



Identity Building

Block




IDBB Vision and Scope

Identity Deliver authentication and management services on population identity

BUIldIng Block Identity Building Block scope
has to be 2 |

technology and _ : - o
. . Centralized ID l Authentication
form of identity & ;
ag nOStIC. i Foundational Foundational ID Verification Open/D Connect Attributes sharing
! IDMS ID Verification Services, KYC protocol . o
i , ID Mapping & Tokenization
It should answer i I ID Mapping i - |
. . | mechanism | Physical ID document
inageneric way o ( W3C Verifiabl A Digital ID d t
L ~— ‘ igita ocumen
tO needs fOI‘ i f(l functional functional ID LIDcredentlals J C 3d etl-’lflla © J
. . ! IDMS Verification reaentiais Mobile ID Document
authentication, R S— | | Decentralized ID .
credentials and i A r;:glonal {’/L::(i:ftigr;?;r:D i i Trusted Digital ID
. . N — ID B
Identlty E A functional functional ID _[ Management } Enrollment
management L= Verification Services Identity update
services. Federated ID Notification of change
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Identity BB purpose

The Identity Building Block creates, manages, and uses a foundational digital identity to be

used in GovStack.
Real World Digital World

Identit
Bu?l':iiln); Authenticate Social Protection
Digital Sign Tax declaration

Block
Share Data Driving Licence
Pay m University Registration

Transact

Digital Services

Real Person Digital Identity Digital Capabilities

As a part of the overall identity system, it can be interfaced with other Building Blocks in
order to realize the complete set of requirements necessary for delivering identification

services and managing lifecycle of Foundational Identities



Identity Building Block

brings a User centric perspective

As lIdentity building block is creating and managing the digital users of GovStack, it is the
enabler for offering super-digital-powers at once to the end user after its on-boarding in the
GovStack.

. Access to
On-boarding right
L Achieve legal
Authenticating Identifying Applying L duties
[ Signing Approving
GovStack Transacting )
[ S!‘r"s:','.‘?. _ Digital User Paying
information Interacting L
Managing Personal data ]
Receive
support

Digital

Pa rticipating — rning Attestations ]

ving messages

[ Sending/Recei

. Managing Personal
Shari Register and Learning Preferences
Votin aring access to h
9 [ Feedbacks ] Courses Certificates

It also is in the ideal perspective to watch user experience by taking care of a smooth
intearation services offered bv the different buildina blocks overall



Modularity

The Identity Building Block can be composed of a set of interoperable sub-components/modules
dedicated to the management of the foundational identity offering different services for ensuring a

trusted foundational ide

REGISTRATION IDENTITY BUILDING BLOCK IDENTITY ISSUANCE
~ - ~N Mobile ID
. . 2
Registration Orchestrator Identity Credentials
Server Management Issuance & | 1DCard
) ) AN Svstem m) Delivery -»
[O\)-{O\ )-L O\ ] Y I Module
\ \ / D,g”q’
Unici'ry‘ New ID‘ Update lee \\ Wallet
consenT
Registration - %
Clients Bi R Population Idem‘l’ry Credennal
lometrics REGISITY e Services @™
Database Data Gateway
Relying parties
*Optional > | A | L ______,
Gov Bank Telco | Private |
) ;/ ————————————————————— sector |

Civil
Registration
(CRVS)

J Birth/death events
IDENTITY USAGE 16




IDBB Wave 1 (2022)
Defining Vision and Scope

Identity
Building Block
has to be
technology and
form of identity
agnostic.

It should answer
in a generic way

to needs for
authentication,
credentials and

identity
management
services.

Deliver authentication and management services on population identity

Identity Building Block scope

___________________________________________________________

Centralized ID

Foundational
IDMS

Foundational ID

Verification

I ID Mapping

ID Verification

J OpenlD Connect

Services, KYC

mechanism
M’ ——1
functional functional ID
IDMS Verification
MNM~———1
functional functional ID
IDMS Verification
functional functional ID
IDMS Verification

Federated ID

[
.

ID Credentials J W3C Verifiable

(™

Credentials

Decentralized ID

{

D
Management
Services

} Standards TBD

Authentication

Attributes sharing

ID Mapping & Tokenization
Physical ID document
Digital ID document

Mobile ID Wallet Document
Cloud ID Wallet Document

Enrollment
ldentity update

Notification of change
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IDBB Wave 2 (2023 H1)
Authentication and KYC APIs / Integration with Sectors

FOUNDATIONAL ID Mapping allows to map identifiers in between
different domain levels for purpose of
application data interoperability

Systems of a same sector can use the
same sectoral ID but it should not be
shared across different sectors.

Domains may have their own users
registry with their data and their
own authentication means.

> 3 Domains should directly or

— Sector Sector —— indirectly link back to
0 registry registry ® oundational ID to ensure person

unicity.

- e Domains may use identity or

—@ @— data from upper domain level,

by inheriting authentication.



IDBB Wave 3
Facilitating and Accelerating on-boarding

Windows -OP
Station S /Tablet
<
FIRST TIME _
ENROLLMENT Registration —2nine
Client : Registration
OR IDENTITY > Server [
UPDATE Mobile
Registration kit
IDBB

Existing Foundational

Trusted Q - 7 Smartphone D

Identity B
REUSEOF  'OfM
EXISTING

IDENTITY Existing

Trusted
Identity Q

SYSTEM




Wallet Building Block
Defining Purpose and Scope Under process..

Wallet Building Block B Storage and exchange of decentralized verifiable digital information
scope is Container

and Content.

Storage Issuance
Wallet Building Block Retrieval Sharing
has to cover mpltiple Multiple forms Indexation Verification
forms of Containers of containers  Look-up Expiration
and Contents
. Standards / open-standards .
Digital - Protocols / Channels Verifiable
Wallet Building BlOCk Wallet :Open—Sources Credentials
. . . Storage / Agents

haS tO be |nClu5|Ve. | . Issuer/Holder/Verifier
On the long run, Multiple
Wallet BB should standards
address some sectors
to be deliver more @
precise guidelines by

. PhOne
onboarding sectors
specific standards.

P Digital Vault Low-tech Digital Wallet wW3C mD ICAO

Wallets



GovStack Sandbox




GovStack Offerings

Our Offerings

o

GovSpecs GovTest GovlLearn GovExchange
We work with We provide an open We collaborate to provide We offer a platform to
‘ . i e research the market of
governments to demonstration capacity building, trainings,

. . : ; : i 5 digital services and find...
identify real-life scenarios... environment for... and support designing... &




Implementation Challenges

Challenges Solutions

Functional Scope

GovsStack Building
of DPGs

Block Specifications

GovStack Architecture and
API Specifications

Integration with other
DPGs

Diverse ways of
configurating and
deploying

Common Configuration and
Deployment Procedure

23



Implementation Journey

Deployment and Integration

Infocl)'rr:1ati ' >X< X-ROAD

Mediator

\7.

e
Payment ﬁ /\/\ | ](OS'~-

Consent ﬁ V |Gr0mt|d

| <
Identity _> i\ ’

MOs®

|

B
¢
§

Adapter ' '
Concept v

openlMIS
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Implementation Architecture

USCT Demo GovStack Instance

Mos\@

IM-BB Vv iGrantio

(Central Server (Security Server)

and CA)

Identity-BB
(implementation:
Mosip)

Consent BB

o O

USCT USCT IM-BB IM-BB FHIRI/GovStack Digital-Registries-BB
frontend backend (Security Server) (Security Server) Spec Adapter (OpenIMIS)

Actor

Payment-BB
(implementation:
Mifos)

25



Architecture Benefits: Add Use Cases and Exchange DPls

USCT Demo GovStack Instance

IM-BB Vv iGrantio

Identity-BB (Central Server
(implementation: and CA)
Mosip)
4 Consent BB
L USCT USCT IM-BB < IM-BB FHIR/GovStack
frontend ™ backend (Security Server) . (Security Server) Spec Adapter

Actor

o @)
_ | UseCase Use Case

"] frontend ™ backend

26



Live Demo

Demo starting at

https://www.govstack.qglobal/
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https://www.govstack.global/

3 © M s Social Cash Transfer Use Case -5 X s Social Cash Transfer Use Case - X ‘ () sandbox-usecase-usct-backend/ X [ () sandbox-usecase-usct-backend, X | + = a X
&< O [ )  https://govstack.gitbook.io/sandbox/access-demos/usct-use-case ay © A Ty © pioy 0 (u] o= %
|_GOVS[QCU Development v GovStack Home Q Search
o
Enter the Sandbox ON THIS PAGE
L4
Social Cash Transfer Use Case f Wrich GovStack features are de..
ACCESS DEMOS
How to access?
Social Cash Transfer Use Case Demonstration of a full stack implementation using a Unconditional Social Cash Transfer (USCT) Use Case Frontend Walk Through
o . . o use case ‘
Construction Permit Use Case Building Block Uls
b How are the stack components a...
FOLLOW METHODOLOGY v Data Protection Notice and Regi...
Do It Yourself V.
vV GovStack Spec;ﬁcodﬁon Comp'ian‘t _
DIY Wireframes

/ Trteroperatle Digta ———"
DIY Dynamic Frontend > publ;c InPras’tmc‘ture_ OPI)

DY e v Continues In‘tegr‘o\‘tion Pipehne for BB
Full Stack Demo

DIY Full-Stack

Get Deployment Support

Service Design Practice >

Unconditional Social Cash Transfer (USCT) programs help families meet their basic needs for well-
being and safety and serves as their path to self-sufficiency. USCT are cash payments provided to
financially disadvantaged or vulnerable people or households without requiring anything in return
Architecture (i.e. without conditionality).

EXPLORE STACK

Use Case Frontend This demo covers only a small fraction of a USCT user flow for the purpose of using various
Building Block APIs. For a more comprehensive visualization of the use case visit the GovStack
USCT simulation.

Use Case Backend

Building Blocks >
Raops Which GovStack features are demonstrated?
Infrastructure
With this use case implementation, we demonstrate the GovStack approach through...
@ Powered By GitBook () One possible way to implement the GovStack Specifications

Browse through all the stack components on the left-hand side menu, to explore the -
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Call for Cooperation

GovStack Initiative

is the broker between
demand and supply in
eGovernment solutions

TTTTTTT

For Countries and Donors For Product Owners
Incorporate GovStack Specs in eGov projects and Assgss alignment with specifications and publish at
procurements (indepently or in collaboration with testing.govstack.global

(| IO RO RO RO O IR X K
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Thank You!



